Changelog DTS 4128

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog
Guiding Principles: see https://keepachangelog.com/en/1.0.0/#how
Possible log types:
® [Update instructions] for essential requirements, instructions and information about the
software update procedure
e [Added] for new features
® [Changed] for changes in existing functionality. Improvements should appear under the
‘changed' section
® [Deprecated] for once-stable features removed in upcoming releases
e [Removed] for now removed in this release

* [Fixed] for any bug fixes

® [Security] in case of vulnerabilities or other security related changes

[04160224.040201.02030509 / 22032004] 2024-03-22

Update instructions

See also Bx-800847.08 or higher: chapter 7
Added

Changed

* Update ntp to 4.2.8p17
® Update dropbear (SSH) to 2022.83

Deprecated



https://keepachangelog.com/en/1.0.0/
https://keepachangelog.com/en/1.0.0/#how

Removed

Fixed

Security
® Features: SNMP V1 and V2c deselectable
® Disallow chargen TCP/UDP (CVE-1999-0103 / CVE-1999-0639)
® Disallow TCP timestamps
® Default settings changed (Telnet & FTP off, SNMP V3 only)
® Prevent from injected command in hostname and domainname
® Detect and block SSH brute force attack

® Root user login deactivated

® See also "Changed" (updates)

[04270121.040201.02030208 / 02022021] 2021-10-28

Update instructions

See also Bx-800847.08 or higher: chapter 7

Added

e Added option for NTPQ restriction

Changed

® Update ntp to 4.2.8p15
® Updated dropbear (ssh) to 2020.81

Deprecated

Removed

Fixed



Security

® See "Changed" (updates)

[04270913.040201.02020107 / 03082016] 2016-08-03

Update instructions

See also Bx-800847.04 or higher: chapter 7

Added

Changed

* bootloader changed for production tests

Deprecated

Removed

Fixed

Security

[04270913.040201.02020107 / -] 2013-04-09

Update instructions

See also Bx-800847: chapter 7

Added

Changed



Deprecated

Removed

Fixed

® DCF reception with CPU module 2.4A

Security



